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Overview

=
‘

Intro Video

UIC and Its Security activities

» EU-funded Security Research Projects
= Examples of open science practices

= Wrap-up & Challenges
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Union Internationale des Chemins de fer

Promotes the development of rail
transport at world level

200 members in 95 countries _

Platform for:
= Cooperation
= Research projects
= Dissemination
= Training
= Standards & recommendations

WWW.UIC.0rg
Founded in 1922 in Paris
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Transport Security at UIC: Security Platform

Chaired by the Indian Railways Protection Force from 18t July 2022 for 2 years
Co-chaired by the French Railways from 15t July 2022 for 2 years
Steering Committee: WG Chairs, UIC regions (Colpofer in Europe), partners (CER, RAILPOL, UITP)

3 Permanent working groups 2 Thematic, ad-hoc working groups

Strategy & Regulations
Chaired by SNCB (Belgium) SIA - Sabotage, Intrusions, Attacks

Chaired by DB AG (Germany)

Security Technologies

Chaired by SZ (Czech Republic) Crisis Management

Chaired by PKP S.A. (Poland)
Vice chaired by Indian Rallways

Human Factors
Chaired by VIA Rail (Canada)




Research at UIC

Foster research with and for the UIC members

= Defend and provide for the needs of members

platforms

= Enable members to benefit from progress made
IN the area of research (provide practical R&l
results, evidence-based recommendations, etc.) '

sharing

= Obtain external (EU) funding for R&l projects
thus helping members to spend less




Security Research Projects: Key Figures
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Security Research Projects: Major Themes

Terrorism targeting rallways e ‘2’ orgactive’
IMPRESS

Trespassing and suicides

Graffiti vandalism GRAFFOLUTION ()<
Crisis Management A PREDICT

Cl protection & resilience

SAFETY4RAILS

SECRET

Raill cybersecurity (@) €YRAIL CYRUS

- S
Border security BODEGA

ODYSSEUS




Final project output: broch

Main results

- /0 countermeasures
grouped In 25
families)

- 11 field tests In 8
countries

- 10+ scientific peer-
reviewed publications

- Recommendations In a
practical guide and an
online toolbox

REDUCTION OF SUICIDES AND
TREsrASSES ON RAILwaAy
PROPERTY

How TO PREVENT SUICIDE AND TRESPASS ON THE
RAILWAYS AND MITIGATE THE CONSEQUENCES?

Practical
guide

This project has received funding from the
European Union’s Seventh Framework Programme
for research, fechnological development and
demonstrafion under grant agreement n® 285153

www.restrail.eu/toolbox

RE STR AL

General quidance Full list of measures Glossary leferences FAQ

Analyse the problem Explore measures by

Action plan for Type Target problem
Organisational & procedural Suicide
Physical & technological Trespass

Public awareness &
educational

The RESTRAIL Toolbox is a problem-solving guide for implementation of
measures to prevent railway suicides and trespassing accidents and to
mitigate the post incident consequences. It Is the main output of the
RESTRAIL research project and it aims to be a helpful, intuitive and user-
friendly tool. It summarises practical information collected and produced
during the project (synthesis, guidelines, best practice, lessons learned and
empirical evidence for effectiveness). The content also (...)

Read more

Links Latest updates

+ i uropean Comimisst
+ ERA - European Un

+ Railway suicide preve 2017-02-21 Monitoring of hotspot evolution
+ Operation Lifesaver (OL1) 2017-02-21 dentification of hotspo

“H

+ Community Safi v,
News

Suicide & Trespass

Mitigation

2018-01-25 Measurest
2018-01-05 Relferences
+ Samaritans 2007-03-10 National Suicide Prevention Strateqy

Q Advanced Search

Effect mechanism

Improve practice & processes
infiuence decision
Deter access
Influence behaviour

Reduce consequences

Analyze problems
Prevent incidents

Studv results

No studies
Yes (general)

Yes
(RESTRAIL)

Mitigate consequences

wwirys Retweeted

model from the

* Grigore Havameanu @grighay
4

Check out the problem-solving

project



http://www.restrail.eu/toolbox

General guidance Full list of measures Glossary FAQ Contact us Q Advanced Search Search Q

. . REfEI'BI’lCES (APA citation style)
Home Families of measures Fences at stations An

Abbott, R., Young, 5., Grant, G., Goward, P., Seager, P., Pugh, J., & Ludlow, J. (2003). Railway suicide, an
investigation of individual and organisational consequences. Sheffield: Doncaster and South Humber Healthcare

8.5 Anti-trespass panels NHS Trust,

Agalar, F., Cakmakci, M., & Kunt, M. (2000). Train-pedestrian accidents. European Journal of Emergency
Medicine, 7(2), 131-133. http://europepmc.org/abstract/med/11132074

¥ Description

What does this measure refer to and what is its objective? Akkas, M., Ay, D., Metin Aksu, N., & Gunalp, M. (2011). 10-Year Evaluation of Train Accidents. Ulusal Travma Ve —
Acil Cerrahi Dergisi-Turkish Journal of Trauma & Emergency Surgery, 17(5), 440-444, MRAIL)
i Recommeandations doi:10.5505/tjtes.2011.66750
Best practice and lessons learned Alibrahim, 5. & Omar, T. (2015). FRA Funded Grade Crossing Safety & Trespass Prevention Research (June 2007 -
Present). Federal Railroad Administration.
family | -

& Warning points
Expected difficulties and issues you should pay attention to

Altamura, C., VanGastel, A., Fioli, R., Mannu, P., & Maes, M. (1999). Seasonal and circadian rhythms in suicide in
Cagliari, Italy. Journal of Affective Disorders, 53(1), 77-85. doi:10.1016/50165-0327(98)00099-8

Q 0observations Andriessen, K. (2011). A media award for the responsible media portrayal of suicide in Flandern-Belgium:
. Rationale and qualitative evaluation. Pogled - the View Acta Suicidologica Slovenica, 1-2, 28-38.
Other points that you should not forget

Andriessen, K. & Krysinska, K. (2012). Railway suicide in Belgium 1998-2009. Incidence and Prevention. Crisis:
o 5[|_,|[;|-5,r results The Journal of Crisis Intervention and Suicide Prevention, 33, 39-45. http://dx.doi.org/10.1027 /0227 -
Data or other evidence supporting the measure's effectivene: >910/a000105

Bangor Daily News (2014). Federal, state and local entities doing field research on railroad trespass detection
m This system was initially implemented and hl system. http:/ /bangordailynews.com/pressrelease/... (retrieved February 5, 2014)

= The system was also implemented in Portug Barker, E., Kolves, K., & De Leo, D. (2017). Rail-suicide prevention: Systematic literature review of evidence-
unknown. based activities. Asia-Pacific Psychiatry, 9(3). Epub 2016 Jul 14. http:/ /dx.doi.org/10.1111 /appy.12246

" A |::II|-:+[ Emdv conducted in 2014 in EElglum Baumert, J., Erazo, N., & Ladwig, K. H. (2005). Ten-year incidence and time trends of railway suicides in Germany

trespassing hotspot close to three schools a§  from 1991 to 2000. European Journal of Public Health, 16(2), 173-178. doi:10.1093/eurpub/cki060

in combination with fences, warning signs a

during the three months after the imp|EmEH Baumert, J., Erazo, N., Ruf, E., & Ladwig, K. H. (2008). Time trends in suicide mortality vary in choice of methods

an analysis of 145,865 fatal suicide cases in Germany 1991-2002. Social Psychiatry Psychiatric Epidemiology,

months before installation. A second assess 43, 913-919. doi*10.1007/500127-008-0380-7

number of intrusions. Based on the pilot res

Cagtan Van Overmeiren. Baumert, )., Lukaschek, K., Kunrath, 5., Erazo, N., & Ladwig, K-H. (2011). Decrease in railway suicides between
1998 and 2006: evaluation of the German railway suicide prevention project. Journal of Epidemiology and

_ ol . _
In the Netherlands the first implementation § 0 e Heaieh, 65(1), A91. doi*10.1136/jech.2011.142976¢.81

reductions between 30-90% depending on t

about the number of suicides (some of whicl] Beautrais, A. (2007). Suicide by jumping: A review of research and prevention strategies. Crisis: The Journal of

_ Crisis Intervention and Suicide Prevention, 28, 58-63. doi:10.1027/0227-5910.28.51.58
m Anti-trespass panels were tested by TCDD a

part of RESTRAIL pilot tests conducted in 20 Beautrais, A. L., Gibb, 5. J., Fergusson, D. M., Horwood, L. J., & Larkin, G. L. (2009). Removing bridge barriers

= Cles s A Nroriunate ng 3| 2xoerent, Al 31130 & Mew sealdnd lgurial of F ALy, 4 =16

= Anti-trespass panels were tested in Sweden rsrrmitn e bl .
showed an overall 38% reduction in numbers
A in e o o thied angd less clear but ra

report from Trafikverket). Innovation - evaluation of intrusion protection project. Trafikverket report

Svensson, K., & Dahlstrand, A. (2017). Pyramid rubber mats obstructing rail track trespassers. Research and

m An exploratory study by SMCF is also ongoinateeverar oLy T T

gre placed at select high-risk
level crossings across the GO rail network in Toronto, Canadd (source).




Conferences with peer-reviewed open access
proceedings

Ear. Transp. Bes, Rev, @(:msmﬁ
(\ DO 10,1007 /512 54401 64020 3

R A Transport Research Arena 2014, Paris
Lessons learned from the collaborative European project
A model of suicide and trespassing processes to support the analysis RESTRAIL: REduction of suicides and trespasses on RAILway

ORIGINAL PAPER

and decision related to preventing railway suicides and trespassing property
accidents at rallways

Grigore M. Havirneanu' + Marie-Héléne Bonneau ' « Jacques Colliard '

Jean-Marie Burkhardt®, Helena Radbo®, Anne Silla®, Francoise Paran®

“IFSTTAR-LPC, Versaille-Satory, France
®Karlstad University, Karistad, Sweden

“VTT Technical Research Center of Finland, Espoo, Finland Poccived: 18 March 2015 / Acceptod: 9 May 2016

i} The Author(s) 2016, This article 1s pubhshed wiath open access at Spnngerd.mk.com

Abstract practical and exploitable results from EU-funded research pro-
Abstract Background RESTRAIL was a three year EU FP7 research  jects, since the scientific and applied outcomes of RESTRAIL
project which aimed to help reduce the occurrence of suicides  are an example of good practice for the benefit of the entire
More than 3000 people die each year in Europe due to the collision with a train due to suicides or trespassing. and mespasses on railway property and the costly service dis-  railway community and society.
This paper describes and justifies a model of suicide and trespassing processes on the tracks from a review of ruption caused by these events. The project was coordinated by
papers on rail suicide and/or trespasses carried out in the European project RESTRAIL (REduction of Suicides the International Union of Railways (UIC) and provided the rail ) .
and Trespasses on RAILway property). Inspired by Radbo et al. (2008; 2012a). the model identifies 9 steps and industry and researchers worldwide with an analysis of the “E{*“'“'ﬂ-" Sﬂff_'f!f - Security - Railsu "'3"':"'3 X Trespass -
antecedents in the chain of events leading to railway suicides and trespassing accidents, and associates them with most cost-effective prevention and mitigation measumes. The Incident prevention - Consequence mitigation
corresponding classes of preventative measures. It starts from the identified motives and ends with the train- goal of this paper is to inform the railway and scientific com-

pedestrian collision. We discuss on the added values of this model and on some important considerations related

. . : mumnity about the successful completion of the project and to
to the selection and design of preventive measures.

present an overview of the main results and key innovations. 1 Introduction
Method The project covered five relevant issues which signif-

Keywords: Railway safety and security; train-pedestrian collision ; suicide and trespassing prevention. ) ; . ) =
o y sately v: P P =P icantly contributed to improve the prevention of railway suwicide  Suicides represent more than two thirds of all railway fatalities

http://link.springer.com/article/10.1007/s12544-016-0203-y



http://link.springer.com/article/10.1007/s12544-016-0203-y

Turn project deliverables into policy papers ©

p rgo C'l'ivé//%% PReparedness against CBRNE threats through cOmmon Approaches between security
() (B) & () praCTltioners and the VulnerablE civil society

This project has received funding
from the European Union’s Horizon
2020 research and innovation
programme under grant agreement

no. 832981 INCLUSIVE COMMUNICATION IN
_ TIMES OF CRISIS:
https://proactive-h2020.eu/

lessons learned and recommendations from
COVID-19 and other CBRNe incidents based on recent
COVINFORM & PROACTIVE findings

. . This et has tecained
oreactive”  EEEE
w Unioe's  Haoizon 2020
reaaich and Feovaion

& @ ® @) e g

ageamant no. BIZEE1

Deliverable D1.3

Guidelines and recommendations for mitigation and management of
CBRHNe terrorism

Due date of deliverabla: 29/02/2020 ‘
Actual submission date: 15/03/2021

Charlotte Hall’, Dale Weston', Frank Long?, Finbarr O*Sullivan?, Richard
Amiét', Holly Carter’

5 COVINFORM oreactive’

) () () W)

https://proactive-h2020.eu/wp-
content/uploads/2021/10/COVINFORM-PROACTIVE-
Whitepaper-Communication-in-times-of-crisis.pdf

1: PHE 2: Hampshire Fire and Rescue Service and imperial College London 3: AGS



https://proactive-h2020.eu/wp-content/uploads/2021/10/COVINFORM-PROACTIVE-Whitepaper-Communication-in-times-of-crisis.pdf
https://proactive-h2020.eu/wp-content/uploads/2021/10/COVINFORM-PROACTIVE-Whitepaper-Communication-in-times-of-crisis.pdf
https://proactive-h2020.eu/wp-content/uploads/2021/10/COVINFORM-PROACTIVE-Whitepaper-Communication-in-times-of-crisis.pdf
https:///
https://proactive-h2020.eu/

Make scientific papers accessible for a target group

oreactive”

seme Global
Railwa

REVIEW

Applied Ergonomics 102 (2022) 103752

Contents lists available at ScienceDirect Applied HOW to better prepa re the rOiIWGy Sector for

Ergonomics

Applied Ergonomics CBRNe threats

Grigore Havarneanu, Senior Research Advisor at the International Union
of Railways (UIC), looks at the challenges that railways face in dealing
with Chemical, Biological, Radiological, Nuclear, and explosive (CBRNe)
attacks and how the EU-funded PROACTIVE project can help railway
staff to better face these threats.

journal homepage: www.elsevier.com/locate/apergo

Preparing railway stakeholders against CBRNe threats through better
cooperation with security practitioners

Grigore M. Havarneanu® , Laura Petersen”, Andreas Arnold ® Danielle Carbon®,
Thomas Goérgen °

* International Union of Railways {UIC), France
® Deutsche Hochschule der Polizei (DHPol), Germany

ARTICLE INFO ABSTRACT
Keywords: This paper presents partial results from the Horizon2020 PROACTIVE project, following a set of literature re-
Rail security views and surveys conducted with first responder organisations and rail security experts. Qualitative and

Capacity building
Emergency response
Transport

Terrorism

quantitative data from two surveys are being presented. The results provide an overview of the CBRNe
{Chemical, Biological, Radiological, Nuclear and explosive) preparedness and response capabilities of railway
stakeholders and how these relate to a wider context represented by CBRNe first responders. The results highlight
a set of challenges as well as five core skills that railway staff need to develop or improve: 1) understand the
specific characteristics of the CBRNe threat, 2) develop basic response measures, 3) cooperate with authorities
and train with specialised first responders, 4) improve public awareness about this threat, and 5) optimise crisis
communication. In line with these, project PROACTIVE will further help update rail crisis management plans

with practical recommendations concerning the CBRNe threat. Railway premises and rolling stock are acknowledged as being soft targets for terrorism and have
already experienced CBRNe (Chemical, Biological, Radiological, Nucieor, and explosive) attacks. The
most iconic histonical example of CBRNe is the 1995 Tokyo metro ottacks where Sarin gos was used

https://doi.org/10.1016/j.aperqo.2022.103752 https://www.globalrailwayreview.com/articl
e/134740/how-to-better-prepare-the-
rallway-sector-for-cbrne-threats/



https://www.globalrailwayreview.com/article/134740/how-to-better-prepare-the-railway-sector-for-cbrne-threats/
https://www.globalrailwayreview.com/article/134740/how-to-better-prepare-the-railway-sector-for-cbrne-threats/
https://www.globalrailwayreview.com/article/134740/how-to-better-prepare-the-railway-sector-for-cbrne-threats/
https://doi.org/10.1016/j.apergo.2022.103752

Co-create with & for the end-users (experts)
_K\ Safer Level Crossing by integrating and optimizing s project has received funding from
\

the European Union’s Horizon 2020

rOad ra|| |nfraStrUCtUI’e management and deS|gn research and innovation programme

under grant agreement No 723205

I¥VER-IC htips://safer-Ic.eu/

Expert Design Workshop

= 38 road and rail systems experts
= 12 countries

= 2 groups x 3 LC types

= Design-thinking methods

» O5 |deas for countermeasures

= expert ratings for 110 countermeasures on
effectiveness, low-cost and level of innovation



https://www.google.de/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwjw7PzHy9bdAhWEGewKHQnTB5MQjRx6BAgBEAU&url=https://freerangestock.com/photos/39199/lightbulb-with-idea-concept-icon.html&psig=AOvVaw2RdmpRtekZ7OAPcBrYj1ga&ust=1537979852889784
https://safer-lc.eu/

Co-create with & for the end-users (experts)

A\ T
YVER-IC | ;

Human-centered low-cost measures at LCs \ Q
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. e T o




Co-create with & for the end-users (civil society)

W

. | | | Oreqctive”
20+ civil society Rail TTX: 6-7 April 2022, Paris S
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the project i | from 15

activities: countries

= Workshops S 5 tables with

= Online surveys g')_(legé’lrsl\l:ps
focus groups . W Gaps

* Fleld exercises

between first
responders
and
vulnerable
citizens

https://www.youtube.co
M/ @PROACTIVE EU



https://www.youtube.com/@PROACTIVE_EU
https://www.youtube.com/@PROACTIVE_EU

Additional pro-tips (what worked for us)

= Plan public deliverables from the
proposal phase

CHALLENGES
= Plan APCs In the project
dissemination budget
= Use open online repositories (e.q. = Security domain:
ResearchGate) sensitive/restricted data
= Communicate on social media, » Ethics & consent to get/use
newsletters data: e.g. video
= Complement scientific publications « Breaking the silos:
with infographics, factsheets and |

collaborative &

videos . .
Interdisciplinary research

= Engage with end-users from the
beginning




In a nutshell...

Final project exploitable output: brochure/guide + tool
Conferences which publish peer-reviewed open access proceedings
Turn project deliverables & scientific publications into policy papers
Make scientific papers accessible for a target audience

Co-design, co-create with & for the end-users

Plan public deliverables from the proposal phase

Include APC fees In dissemination buget

Use open online repositories

Communicate on soclal media, newsletters, etc.

10. Complement with visuals: infographics, factsheets and videos
11.End-user engagement from the beginning (real needs)

© 00N O A~WWDE




Contact

Thank you for your
kind attention.

@ havarneanu@uic.org

© Qarighav

@ nhttps://www.linkedin.com/in/havarneanu/

@ https://iwww.researchgate.net/profile/Grigore-
Havarneanu



https://twitter.com/grighav
https://www.linkedin.com/in/havarneanu/
https://www.researchgate.net/profile/Grigore-Havarneanu
https://www.researchgate.net/profile/Grigore-Havarneanu
https://www.linkedin.com/in/havarneanu/
https://www.researchgate.net/profile/Grigore_Havarneanu
https://twitter.com/grighav
mailto:havarneanu@uic.org
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